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Abstract— A large-scale evaluation of the quality of
electronic components at the time of the electronic board
assembly is presented. Counterfeit components are often
recycled or old component, therefore, the quality of components
and the soldering leads is a good indicator of the component’s
authenticity. The quality of the components is evaluated based
on their visual appearance by quantifying their visual defects
and the corrosion evidence as they appear on the component and
its soldering leads. The effect of body defects and corrosion in
the soldering leads on the reliability of the component bond to
the board is reviewed. A machine learning method to detect
body defects and evidence of corrosion on soldering leads is
presented. Over 11 million components images were inspected
by the presented Al algorithm. It is shown that 290 components
out of a million had body visual defects that cannot be seen by
conventional AOIL In addition, over 1,100 out of million had
visible corrosion evidence on their soldering leads. Corrosion on
the soldering not only affects the production yield but is the most
common cause for random statistical failures in the field
resulting in products failure. The presented method allows
inspection of all the components used in production thus
reducing the risk of failures in the field caused by poor quality
electronic components originating from counterfeit, and poor
storage or handling conditions.

Keywords—electronic components, machine-learning, ai,
solderability, defects, big-data, AOI, SMT.

l. INTRODUCTION

Quality 1s not left for the chance 1n electronics
manufacturing. At every stage along the production process
parts and materials are tightly inspected and controlled before
allowing them to proceed to the next check-point [1].
Nevertheless, the quality chain is as strong as its weakest link

2], [3].

Electronic components are the most expensive part of the
Bill of Materials (BOM). Nevertheless, conventional
production methods don’t perform systematic inspection, and
seldom any tests are being done at all [4]. This 1s despite the
fact that electronic components are the vehicle of most of the
failures 1n electronic products [5]. The unsate components
may be counterfeit, recycled, remarked, copies, cloned, etc.
However, there may also be external defects, temperature, or
moisture exposure affected during handling and transport [6].
Unsate components are more common now because of the
shortage of electronic components that have made the supply
chain more elaborate, complex, and sensitive to fraudulent
manipulations [7].

The conventional method to mitigate unsate components
is by procuring components from authorized distributors and
thus to trusting the outgoing inspection of the components by
the original components manutacturer (OCM). The
underlying assumption 1s that the ratio of defective
components after OCM outgoing inspections i1s negligible
and the anti-counterfeiting detection techniques are optimal,

Fig. 1. CAP SMT 0.1uF 10% X7R 16V 0402 with a body
visual defect.

Fig. 2. CAP SMT 0.1pF 10% X7R 16V 0402 with a rough
soldering leads 1ssue.

thus does not require additional incoming inspection before
the electronics assembly.

The electronics industry sees corrosion on soldering leads
as a potential risk to the components solderability [8]. There
are several conventional methods to assess the solderability
of an electronic component [9]. In the defense industry,
samples from a component batch that are suspected of poor
solderability must be inspected according to MIL-STD-202,
Method 208 [10]. Typically, samples of the tested
components are selected and tested under specified
conditions to gauge the solder wetting ability on the
component leads and the strength of the bond. However, the
effect of corrosion on soldering leads on the quality of the
product 1s rarely considered. Although there are numerous
evidence and research on the effects of corrosion on the bond
strength and 1ts rehiability [11]-[14].

In this work, we present a method to detect defective
components, and the occurrence of defects and corrosion on
soldering leads during assembly [5], [15], [16]. We focus on
passive components as they are most commonly used and
often taken for granted. The occurrence research was
performed only on resistors and capacitors as they are a
common large group and therefore, easier to demonstrate the
occurrence without going into the details of the different
component package case types and their unique properties. In
addition, passive components have short shelf life of typically
24 months, compared to other soldering leads. This 1s because
the corrosion and intermetallic process in their leads takes
place faster and have a more dramatic etfect on their bond
reliability than ordinary IC leads. and have However, the
method 1s practiced on all types of components and
termination. Nevertheless, they can be the weakest link as
they are rarely tested or examined.

The inspection was performed on data processed by
Cybord.a1 electronic component authentication and
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qualification software [17]. The software is interfacing with
the pick-and-place (PNP) machines during production and
collects the images of the components [18]. The images are
then processed using a deep network algorithm that 1s looking
for visual defects in the components flagging every suspected
component [15], [19]. In addition, another network 1s used to
evaluate the texture of the soldering leads and estimate their
solderability [16]. An example of a body visual defect is
presented in Fig. 1, and a component with corrosion on the
leads appears 1n Fig. 2.

In this work, we present the apparent state of the
electronic components as they are assembled onto circuit
boards. After they have passed through the supply chain and
in the critical time of placement. We show that the ratio of
components with external visual body detects or corrosion on
the soldering leads 1s significant. On average a production
line places ~2,000 components per day that have a higher
probability to later fail in the field than of pristine
components. This calls for tighter production process control
and automatic inspection of all electronic components before
assembly.

A. The effect of corrosion on quality

Corrosion 1s the most dominant failure mode 1n electronic
products. Many published work on reliability of electronics
caused by corrosion show that the print circuit board
assembly (PCBA) materials, dc or ac bias applied,
contamination by 1onic on the PCBA surface, high-level
humidity, dust residues, pollutants comprising 1ons, etc. can
cause serious corrosion reliability issues [11]—[14]. Some
cases of failures in electronic systems are due to corrosion
driven by the formation of a water sheet on the surface ot the
PCBA where high level of humidity and temperature
variations took place [20], [21]. These failure modes start off
with untainted soldering procedure that are later arranged 1n
conditions that are in favor of corrosion growth. Corrosion
that 1s already present in the soldering leads before the
soldering process has a far more devastating etffect because
they become a propagation seed ot the corrosion eruption.

Contaminations on the surface of the PCBA and residues
left from the manufacturing process, as well as corrosion
already present on the soldering leads prior to assembly
influence the reliability of the device. Electrochemical
migration (ECM) also has an influence on the functionality
of devices [11], [22]. A major contributing factor to this 1s the
flux agents used in the soldering process, and the residue
contains 1onic activators that are hygroscopic. Hygroscopic
residues on the PCBA decreases the critical relative humidity
and results in moisture adsorption at the lower relative
humidity levels [23], [24]. These residues absorb moisture
from the atmosphere until 1t deliquescence and dissolves 1n
the condensed water film, and produces an electrolyte
solution with a higher conductivity level [25]. Consequently,
the electrolyte layer sandwiched between the conductors may
have a reduced surface insulation resistance, elevated leak
current, and finally corrosion contamination like ECM [26],

[27].

A common practice to mitigate soldering leads with
corrosion 1s to use aggressive flux that attacks the corrosion
layer and by that remove some of it from the leads surface to
the top of the solder as residues. However, the increased
amount of residues contribute to the accelerated corrosion by
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Fig. 3.
evolution of meniscus rise front of the 2.5 pm thick Sn on Cu
sample after thermally ageing at 155°C for 16 hr. [6].

Cross-sectional schematic diagram showing the

growing a hygroscopic residue on the PCBA. Other failures
related to these residues include increased corrosion and
contact resistance |8]. It may also atfect the radio frequency
of a Bluetooth antenna or other RF coils [26], [27] as well as
other circuits operating at high frequencies and data rates,
such as high-speed switches and GPU’s.

Failures due to corrosion of electronic devices are not
only limited to ECM but also other failures such as solder
joints [28]. These contaminations may originate from the
manufacturing process, contamination of the soldering leads,
and from the field environment. A high level of Chloride
contamination along with high level of humidity may cause
corrosion on positively biased bond pads.

Classical chemical, electrochemical, and galvanic
corrosion processes, Induced or assisted by 10nic
contamination, particularly in the presence of adsorbed
moisture, have often been found to cause degradation of
electronic equipment and devices 1in a wide variety of ways.
Often even small amounts of corrosion, on the order of
nanograms or less, can cause complete failure.

Clearly, corrosion-induced failures must be essentially
eliminated to achieve sufficient reliability. Knowledge of the
characteristics of the environment in which equipment must
operate 1s an obvious prerequisite to understanding the ettects
of the environment on performance.

The interfacial Cu-Sn IMC growth 1s governed by
diffusion controlled, parabolic kinetics [6]. By 16 hr of aging
at 150C the metal/oxide boundaries had only seen limited
exposing of IMCs (see Fig. 3). The Sn oxides formed on the
exposed CusSns IMC surface did not demonstrate any
significant difference compared to that on Sn metal in terms
of crystal structure and composition. These indicate an
insignitficant role of the IMC surface oxide in the solder
wettability loss. Based on the wetting balance analysis, the
onset of solder wettability loss at 16 hr was found by [6] to
coincide with a complete coverage of patch-like oxide
morphology, together with significant consumption of Sn
metal due to interfacial IMC growth.
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These reported 1ssues rarely affect solderability. This 1s
because during the retlow process there 1s only a little amount
of corrosion in place and therefore the effect on bond strength
during production 1s small. However, the described
phenomena attect the reliability of the product during its life
cycle as the corrosion propagates.

B. Corrosion behavior of solder alloys

Reliability data has been reported by several researchers
[29]-[31], and the long-term reliability data for lead-free
solders [29]. There are several studies on corrosion of SAC
lead-free solders upon exposure to NaCl and there 1s some
information on the corrosion under high-humidity and high
temperature. Researchers [26]—[33] report that the
intermetallic compounds 1n solders accelerated the corrosion
of tin through galvanic corrosion. Thus, 1t could be concluded
that presence of intermetallic compounds accelerates the
corrosion process. This can also form the 1nitiating sites for
cracks.

The thermal oxidation of Sn thin films on Cu at 155° 1s
obeying a direct logarithmic rate law, the oxidation exhibits
heterogeneous inward thickening at discrete surface locations
(formation of ‘patches’, see Fig. 3), accompanied by lateral
expanding and outward growth into platelet-like structure [6].
The oxidation products are 1dentified mainly as
nanocrystalline tetragonal SnO> , an oxide with high oxygen
deticiency and pronounced voiding/cracking propensity.

Evidence of intermetallic interaction within the soldering
lead before assembly can be examined by the increase surface
roughness of the soldering leads that can be detected by the
change 1n their emissivity as presented in [16]. The
intermetallic interaction causes discontinuities 1n the
morphology of the leads that are a source of cracks [6].

A Precondition of corrosion on soldering leads before
reflowing indicates that the soldering lead aging has already
been accelerated and that in addition to the surface layer of
corrosion there 1s also a developing intermetallic process
within the soldering lead bulk. The contaminated bulk 1s
prone to further degradation after retflowing and during the
bond life cycle while having little effect of the solderability.

The corrosion occurrence 1n soldering leads 1s a statistical
phenomenon that affect quality in an order of parts-per-
million. In order to evaluate the occurrence of aged soldering
leads that already exhibit external surface of corrosion and
rough surface a large-scale research 1s required.

Ik STATE OF THE ART

The conventional method to mitigate the quality of
electronic components i1n the electronic manufacturing
industry 1s to purchase electronic components from
authorized distributors. The underlying assumption is that the
quality of the components 1s tightly controlled by the
manufacturer and consumption within 18-36 months assures
their quality and solderability.

The production site performs solderability destructive
testing on a tew samples on suspicious cases [10]|. However,
the tests are subjective, prone to human errors, and are
performed on a very small sample of the assembled
components.

Visual body defects inspection on electronic components
are not performed as a part of the production. The automatic
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Fig. 4. Neural network architecture.

optical mspection (AOI) process may detect some types of
defects on the available top side of the components. For
example, bent leads [34]. However, AOI machines cannot see
the bottom side of the components as they are using top-view
images and 1s not capable ot detecting corrosion on soldering
leads because the leads are covered with paste or with solder
at the time of the inspection. As a result, the industry takes
as granted reworks within the production site or after failure
at the testing stage. In addition, failure in the field, returns of
products, and occasional recalls. On average over 5% of the
circuit boards are reworked as a part of the production and
0.5-3.5% of the products returned due to failure in the field
|5]. A sizeable part of these physical failures 1s due to the
electronic components.

-

'he status quo of not inspecting electronic components 1s
challenged. We present an a1 method that allows inspection
of all the assembled components before placement. We also
present large-scale research of the external conditions of the
passive electronic components previous their assembly at the
production floor.

[1I. APPARATUS

The images of the electronic components are obtained by
harvesting them from the pick-and-place machines [19]. The
PNP machine 1s picking up the components and then takes
their picture using a monochrome camera with a resolution of
17-25 pum. All components’ images are extracted and
processed by Cybord.a1 defects and solderability detection
algorithm. This work was performed on production lines
where the Al system gave alerts to the operators where a reel
with corrosion or excessive body defects was used. The
operators were 1nstructed to acknowledge the faults and
specity 1t they would have removed the suspected
components / reels from production. In production, the alerts
are used during production and detected faulty reels and
components are blocked. In order to obtain statistically
significant conclusions a data set obtained at locations that
utilize the state-of-the-art processes 1n electronic components
procurement and handling 1s required.

Approximately 11 million MLCC capacitors and chip
resistors 1mages from 3 continents, and 19 production lines
were collected. The production machines were Siplace S, and

SX made by ASM with an image extraction software module
[35].
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IV. DETECTION OF DEFECTS AND CORROSION

Detecting defects in electronic components 1s an 1mage
classification problem, in which images are classified as
either normal or defective (in some cases, we may further
classify the defective ones into finer levels like minor,
moderate, or major) [36]. Originally, we try to use the popular
ImageNet [37] models to solve this classification problem but
the performance was poor.

Two reasons cause those popular models to not work
well: The first challenge 1s that we do not have abundant
training data like 1n other image classification problems. The
ratio of defective items in electronic components 1s very
small (often less than one defect per thousand components)
so collecting enough 1tems to build a good training dataset 1s
difficult. With only a few hundred defective items collected
from millions of components, most of the popular image
classitication models produce an overfitting result [38], with
training accuracy reaching 100% while validation accuracy 1s
much lower. In some cases, the validation accuracy 1s not
better than a random guess. The second challenge 1s that some
defective items are very similar to the normal ones. For
example, the defects are sometimes just small dots inside the
components. In those cases, most popular CNN models will
poorly recognize the defects.

We present a new network architecture tuned to handle
defects (see Fig. 4). Instead of using a serial architecture used
in popular image classification models, in which multiple
layers of small filters, often of size 3x3, are serially connected
to each other, we use a set of filters with different window
sizes which are concatenated in parallel. Each filter tries to
detect a type of defective region in the components’ images
and generate a feature that indicates the possibility that the
component images contain such kinds of defects. The overall
feature 1s the concatenation of all features produced by the set
of filters. This feature 1s then fed to a dense layer which
produces the final score of defects (see Fig. 3). By using this
parallel architecture, the defects detection engine 1s efficient
(can process to 3,000 images per second on a Tesla T4 GPU),
while requires fewer samples of images to train (a few
hundred samples are enough). This architecture 1s also
inspired by the template matching method in traditional
computer vision, which 1s used for object detection when
there 1s not much data. In this architecture, the defected
templates represented by the filters are learned from the
training 1mages rather than by manually chosen like in the
traditional template matching method. The size of the filters
should be approximately the same as the size of the defected
spots 1n the components, since there are a variety of defects
with different size, there are different filter types with
corresponding sizes. For large defect spots, the filter sizes can
be large, and the processing will be slow, therefore, the filters
are downscaled. See models performance 1n table I.

TABLE I. MODELS PEREORMANCE. CAP = MLCC CAPACITORS, RES =
CHIP RESISTOR, SLDR=SOLDERABILITY.

CAP-defect CAP-sldr RES-defect RES-sldr
Accuracy 0.953 0.930 0.943 0.917
Precision 0.945 0.945 0.954 0.867
Recall 0961 0.912 0.932 0.984
Fl 0.953 0.929 0.943 0.922

V. RESULTS

6,259,712 MLCC and 4,745,216 chip resistors images
from 19 production lines and of imperial dimensions ot 0402,
0603, 0805, and 1206 were processed. Each component
image was ranked by the algorithm according to the severity
of the defect or the solderability. The threshold of a defect
grade was calibrated based on feedback from SMT engineers
on their severity. An example of a component with a visual
defect 1s presented in Fig. 1, and of a component with
corroded soldering lead in Fig. 2.

The defective components are presented in DPM 1n Table
[I. As seen the average number of DPM during placement for
MLCC 1s 92 for body defects and 1,795 for leads corrosion
defects. In the case of chip resistors, the body defect DPM 1s
200 and the leads corrosion defect 1s 541.

The results indicate a large ratio of defective components
that are used in production. A sample board that contains a
mix of 500 resistors and 500 MLLC 1s expected to have a
DPM of 1314. Statistically, on average every board includes
1.3 components with body defects.

This suggests that MLLCC 1s more prone to lead corrosion
defects that may cause life-cycle reliability 1ssues than chip
resistors. This may be attributed to the fact that chip resistors
are commonly terminated by sputtering whereas MLCC’s
termination 1s by dipping. Hence the lifecycle resilience of
the metallic show presents lower sensitivity to the strain of
the supply chain. The higher DPM rate for 0402 chip resistors
compared to larger sizes may be explained by the fact that the
0402 termination 1s different from that of larger chip resistors.
Table III presents some examples of visual defects on MLCC
and Chip resistors.

Body defects and corrosion on leads rarely affect the
component functionality on outgoing tests. However, the
defect affects the reliability of the product during its life
cycle. The retflow process in the production line creates a
strong bond that can mechanically withstand the stress of the
production tests. However, when exposed to environmental
stresses, and thermal cycling, the contaminated bond strength
weakens resulting in random statistical failures in the field.
This phenomenon may explain product returns after passing
the outgoing tests at the manutacturer.

TABLE Il DEFECTS PER MILLION (DPM) OF BODY DEFECT AND
LEADS CORROSION DEFECTS AFFECTING THE BOND RELIABILITY DETECTED
[SSUES FOR DIFFERENT CHIP SIZES.

Chip size MLCC (DPM) Chip Resistors (DPM)
(Impernial)

Body Leads Body Leads

defect COrrosion defect COrrosion

defects defects

0402 59 3.395 412 2055
0603 120 3.144 205 29
0805 255 275 135 72
1206 30 3.556 48 8
Average 92 1,795 200 541
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TABLE III EXAMPLE IMAGES OF MLCC AND CHIP RESISTORS

DEFECTS.

MLCC

Chip Chip Resistor
size -
Imperal

0201

0402

0603

0805

1206

VI. CONCLUSION

A large-scale evaluation of body detects and corrosion on
soldering leads on electronic components prior to the time of
the electronic board assembly 1s presented. The quality of the
components 1s evaluated based on their visual appearance by
quantifying their visual detects and the corrosion evidence as
they appear on the component and its soldering leads.

A machine learning method to detect body defects and
evidence of corrosion on soldering leads 1s presented. This
method can be applied during the pick-and-place process to
screen-test all mounted components 1n real-time.

Over 11 million passive components images were
collected from worldwide production sites and inspected by
the Al algorithm. The results indicate that a large portion of
the electronic components arrives on the assembly floor with
body defects and corrosion on the leads.

We have shown that 290 components out of a million
have body visual defects that cannot be seen by conventional
AOI. In addition, over 1,100 out of million have visible
corrosion evidence on their soldering leads. Corrosion on the
soldering not only affects the production yield but 1s the most
common cause for random statistical failures in the tield
resulting 1in products failure. The conventional sampling
technique for assessing solderability cannot statistically
detect the 1,100-ppm rate of defects.

The quality and solderability of electronic components
should not be left for a chance in electronics manutacturing.
The presented method allows inspection of all the
components used in production thus reducing the risk of
failures caused by poor quality electronic components in the
field and reducing the production reworks.
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