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ABSTRACT 

The integrity of electronic assemblies is increasingly 

threatened by counterfeit components, unauthorized 

modifications, malicious substitutions, and hardware-based 

cyberattacks. Traditional mitigation strategies rely primarily 

on supply-chain documentation, sample-based testing, 

regulatory compliance, and post-deployment security 

controls. These approaches provide limited visibility into the 

actual hardware incorporated into electronic systems. 

 

This paper presents an AI-driven inspection framework that 
transforms manufacturing inspection infrastructure into a 

hardware security verification platform. The proposed 

approach combines bottom-side component inspection 

during placement with top-side inspection of assembled 

printed circuit boards to identify hardware tampering events 

including counterfeit devices, remarked components, 

unauthorized programming, component substitutions, 

unexpected additions, and assembly modifications. 

 

The framework leverages large-scale manufacturing imagery 

and deep-learning models trained on billions of component 

observations collected from production environments. By 
correlating visual observations with manufacturing context 

including approved vendor lists, traceability records, and 

engineering definitions, the system generates evidence 

describing component authenticity, provenance, compliance, 

and assembly integrity. 

 

Industrial examples demonstrate detection of multiple classes 

of hardware threats directly from production imagery. The 

results suggest that existing manufacturing inspection 

infrastructure can serve not only as a quality control 

mechanism but also as a practical cybersecurity control 
capable of identifying compromised hardware before 

deployment. 
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INTRODUCTION 

Modern electronics manufacturing has become one of the 

world's most automated production environments. Every 

board, component, and manufacturing step generates digital 

information intended to improve quality, traceability, and 
productivity. Cybersecurity has traditionally focused on 

software vulnerabilities, network attacks, identity 

management, and system access control [1], [2]. In contrast, 

the physical hardware underlying modern electronic systems 

has received comparatively limited attention [3], [4], [5], [6], 

[7]. As a result, many security architectures implicitly assume 

that the deployed hardware corresponds to the intended 

design and that the electronic components incorporated into 

a system are authentic, authorized, and uncompromised. 

 

Recent incidents involving counterfeit semiconductors, 

unauthorized component substitutions, malicious hardware 

modifications, and supply-chain attacks have challenged this 

assumption [8], [9]. Hardware-based attacks can introduce 
vulnerabilities before software is installed, bypass traditional 

security controls, and remain difficult to detect throughout 

the operational life of a product. 

 

At the same time, modern electronics manufacturing 

environments generate enormous quantities of inspection 

data. Automated Optical Inspection (AOI) systems, 

placement machines, board scanners, and traceability 

platforms continuously capture detailed observations of 

electronic components and assemblies. These systems were 

originally designed to support quality assurance, process 

control, and process defect detection. However, they also 
provide a unique opportunity to verify the physical integrity 

of hardware before products leave the factory.  

 

This paper explores the use of manufacturing inspection data 

as a security verification mechanism. Rather than treating 
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Figure 1. AI-based hardware verification framework 
integrating component-level and assembly-level inspection 

data. 

 

inspection solely as a quality activity [10], [11], [12], [13], 

[14], the proposed framework leverages production imagery 

and artificial intelligence to identify hardware threats directly 

from the physical characteristics of electronic assemblies. As 

illustrated in Figure 1, hardware trust is established through 

multiple verification stages spanning the manufacturing 

lifecycle, from incoming material inspection to final system 

integration. 

 
HARDWARE THREATS IN ELECTRONIC 

ASSEMBLIES 

Hardware threats manifest in multiple forms throughout the 

electronics supply chain. Counterfeit devices represent one of 

the most widely recognized categories and may include 

cloned components, refurbished devices, remarked parts, or 

products manufactured outside authorized supply channels 

[15], [16], [17], [18], [19], [20]. Although such devices may 

initially appear functional, they often introduce reliability 

risks, hidden defects, or unknown origins. 

 
Another important category involves component substitution. 

A component may be replaced with an alternative device that 

differs from the approved design, potentially altering system 

functionality, reliability, regulatory compliance, or security 

characteristics. Similar concerns arise when unexpected 

components are added to a design or when authorized 

components are removed during manufacturing or repair 

processes [21], [22], [23]. 

 

More sophisticated attacks may involve unauthorized 

programming or manipulation of programmable devices [11], 

[24]. Firmware modifications, configuration changes, and 
reprogramming events can introduce malicious functionality 

while preserving the outward appearance of the original 

hardware. In other cases, piggyback devices or covert 

modifications may be introduced to create hidden 

communication paths, monitoring capabilities, or backdoor 

access mechanisms [25], [26]. 

 

Although these threats differ technically, they share a 
common characteristic: they alter the physical state of the 

hardware. Consequently, they create observable evidence 

that may be detected through inspection and analysis of 

manufacturing imagery. Unlike software attacks, these 

threats become embedded in the physical product itself and 

therefore cannot be corrected through software updates alone. 

 

AI-BASED HARDWARE VERIFICATION 

FRAMEWORK 

The proposed framework is founded on the hypothesis that 

semiconductor manufacturing, package assembly, laser 

marking, plating, molding, and final test collectively produce 
stable physical signatures that remain observable throughout 

the component lifecycle [27], [28], [29]. Although these 

signatures are generated as a byproduct of manufacturing 

rather than for security purposes, they form statistically 

consistent visual populations that can be learned from large-

scale manufacturing data. Hardware tampering, counterfeit 

production, unauthorized substitutions, and remarking 

disturb these populations, producing measurable deviations 

from expected manufacturing behavior. 

 

Unlike conventional machine vision systems that detect 
predefined defects, the proposed framework models the 

statistical distribution of authentic manufacturing 

populations. Rather than learning individual attack classes, 

the system learns the normal variability of legitimate 

hardware. Counterfeit devices, unauthorized substitutions, 

remarked components, and modified hardware are 

subsequently detected as statistically significant deviations 

from these learned populations. 

 

Inspection is performed at multiple stages throughout the 

manufacturing lifecycle (Figure 1). Component-level  

observations are first acquired during incoming inspection 
and placement using high-resolution bottom-side imagery. 

Figure 2 illustrates the proposed population-based learning 

architecture. Additional observations are collected after 

assembly using AOI systems and board scanners, allowing 

verification of component identity, placement, orientation, 

and assembly integrity. Acceptance verification compares the 

received product against the manufacturing baseline, 

providing evidence that the hardware has not changed 

between production and deployment. 

 

Each inspected component is transformed into a 
manufacturing signature derived from complementary 

geometric, optical, semantic, and contextual descriptors. This 
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representation serves as the basis for population-level 

comparison and hardware assurance reasoning. 

 

S = f (Fg, Ft, Fm, Fc); 

A = g (S, C); 
 

where 𝑆 denotes the manufacturing signature extracted from 

the observed component, 𝐴 denotes the resulting hardware 

assurance evidence, 𝐹𝑔  represents geometric features 

including package dimensions, lead geometry, body shape, 

and pin configuration, 𝐹𝑡  describes surface texture and 

optical reflectance characteristics, 𝐹𝑚  represents semantic 

marking information including decoded text, logos, font 

morphology, and character layout, 𝐹𝑐 represents component-

specific manufacturing characteristics, and 𝐶denotes the 

manufacturing context. Throughout this paper, 

manufacturing context refers to the collection of engineering 

and production information associated with a component, 

including BOM definitions, AVL constraints, supplier 

information, procurement records, traceability data, 

production history, and inspection metadata. The resulting 

manufacturing signature is subsequently compared against 

learned populations and fused with manufacturing context, as 
illustrated in Figure 2. 

 

 
Figure 2. Population-based visual learning framework. 

Individual visual features extracted from manufacturing 

imagery are transformed into multidimensional embeddings 

and compared with learned populations of authentic 

components. Contextual manufacturing information is 

subsequently fused to generate hardware assurance evidence. 

 
Figure 3. Representative hardware threat categories 

addressed by the proposed verification framework, spanning 

counterfeit devices, unauthorized modifications, 

substitutions, and firmware manipulation. 

 

The framework combines multiple complementary 

population-based visual learning operating on independent 

visual and semantic representations. Dedicated models 

characterize package morphology, lead geometry, surface 

texture, optical reflectance, top-marking semantics, 

manufacturer logos, font morphology, and marking layout. 

Optical character recognition extracts textual information, 
while semantic interpretation resolves manufacturer-specific 

coding conventions. The resulting manufacturing signature is 

subsequently compared against learned authentic populations 

using statistical embedding models. Evidence generated by 

these independent models is fused to produce a unified 

hardware assurance assessment rather than relying on any 

single visual feature or classifier. Figure 2 summarizes the 

proposed population-based visual learning methodology.  

 

Unlike traditional defect classification, the objective is not to 

recognize known defects but to model authentic 

manufacturing populations from which deviations become 
measurable indicators of hardware risk. 

 

Population-based learning plays a central role in the proposed 

methodology. The training dataset consists of billions of 

component observations collected from production 

environments spanning multiple manufacturers, package 

families, date-code ranges, production facilities, and 

inspection systems. This diversity enables the learned 

representations to capture normal manufacturing variability 

while remaining sensitive to subtle deviations introduced by 

counterfeit production, remarking, unauthorized 
substitutions, refurbishment, or hardware modification. 

 

The generated visual evidence is subsequently correlated 

with manufacturing context including engineering 

definitions, BOMs, approved vendor lists, traceability 

records, procurement information, and production history. 

This contextual reasoning transforms low-level visual 

observations into structured hardware assurance evidence 

describing provenance, authenticity, compliance, and 

assembly integrity. Instead of asking whether a specific 

defect is present, the framework evaluates whether the 

observed hardware remains statistically and contextually  
consistent with the product that was intended to be 

manufactured.    

 

LARGE-SCALE MANUFACTURING DATASET 

The proposed methodology was developed using a 

manufacturing dataset containing billions of component 

observations collected from high-volume electronics 

production. The dataset spans multiple AOI platforms, 

placement systems, package families, semiconductor 

manufacturers, illumination conditions, production facilities, 

and geographic regions. This diversity enables the learning 
process to model manufacturing variability itself rather than 

equipment-specific image characteristics. 

 

The scale of the dataset is important because many hardware 

threats become observable only when evaluated relative to 

large populations of authentic devices. Population-based 

learning enables the method to distinguish normal 

manufacturing variability from anomalies associated with 
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counterfeit devices, unauthorized substitutions, and other 

forms of tampering. 

 

INDUSTRIAL CASE STUDIES 

Several industrial examples illustrate the application of the 
proposed framework to real-world hardware threats. Figure 4 

presents an example of a remarked component identified 

through analysis of marking characteristics and population-

level comparisons. Although the textual content appeared 

consistent with documentation, deviations in marking 

execution and physical appearance revealed evidence of 

modification. 

 

Figure 5 presents an unauthorized component substitution 

identified through comparison between observed component 

identity and engineering requirements. 

 
Figure 6 demonstrates assembly-level analysis in which an 

unexpected component was identified within an assembled 

board. Such observations may indicate manufacturing errors, 

unauthorized modifications, or undocumented design 

changes. 
(A)    (B) 

 

(C)    (D) 

 

Figure 4. Example of a remarked component identified 

through visual analysis. (A) Authentic, (B) Black-topped, 

(C) Remarked, (D) Authentic. 

 

 
Figure 5. Unauthorized component substitution detected 

through comparison between the observed component 
identity and the engineering reference. 

 
Figure 6. Detection of an unexpected component within an 

assembled PCB assembly. In the example an MLCC 
capacitor was mounted instead of a resistor. 

 

Collectively, these examples demonstrate that multiple 

categories of hardware threats can be detected directly from 

manufacturing inspection data before products enter service. 

 

DISCUSSION 

Traditional manufacturing inspection systems were designed 

to identify defects, verify assembly quality, and support 

process control. The results presented in this work suggest 

that the same infrastructure can also function as a security 

sensor capable of detecting hardware-based cyber threats. 
The proposed methodology does not replace conventional 

inspection or cybersecurity mechanisms. Instead, it 

introduces an additional evidence layer that directly links 

physical hardware observations with engineering intent. By 

continuously validating that the assembled hardware remains 

consistent with both manufacturing populations and 

engineering definitions, the framework extends hardware 

assurance beyond documentation and traceability alone. 

Unlike sample-based testing approaches, manufacturing 

inspection enables verification at production scale. Every 

component and every assembly can be evaluated using the 
same inspection infrastructure already deployed within 

electronics manufacturing facilities. This capability provides 

a practical path toward continuous hardware verification 

without introducing significant disruption to existing 

manufacturing processes. 

 

Unlike conventional quality inspection, which primarily 

evaluates manufacturing correctness, hardware security 

verification evaluates hardware trust. This distinction shifts 

inspection from identifying defects to establishing evidence 

regarding authenticity, provenance, compliance, and integrity 

throughout the manufacturing lifecycle. 
 

The findings also highlight the importance of combining 

visual observations with manufacturing context. Hardware 

threats frequently become apparent only when observed 

physical characteristics are compared against approved 

designs, sourcing requirements, traceability information, and 

historical manufacturing populations. 

 

CONCLUSION 

This paper presented an AI-driven framework for detection 

of hardware-based cyber threats during electronics 
manufacturing. By combining component-level and 

assembly-level inspection data with deep-learning analysis 

and manufacturing context, the proposed approach 
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transforms traditional inspection infrastructure into a 

hardware security verification platform. 

 

Industrial examples demonstrated detection of counterfeit 

devices, remarked components, unauthorized substitutions, 
and assembly-level modifications using production imagery 

collected from real manufacturing environments. The results 

indicate that manufacturing inspection infrastructure can 

provide a practical and scalable mechanism for identifying 

compromised hardware before deployment. 

 

The presented results demonstrate that manufacturing 

imagery contains substantially more information than 

traditional quality inspection requires. When combined with 

population-based visual learning and manufacturing context, 

these observations become measurable hardware assurance 

evidence capable of identifying counterfeit devices, 
unauthorized substitutions, and hardware modifications at 

production scale. 

 

The future of hardware security may not begin after 

deployment. It may begin on the manufacturing line, where 

trust can first be established from the hardware itself. 
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